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Administration

e Target Audience

— Individuals who have self-assessment data
collection responsibilities

e Length of training session
—9:00 - 12:30 ASSET System
—12:30 - 1:30 Lunch
—1:30-5:00 ASSET Manager



ASSET System Objectives

 Upon completion of today’s training, you
will be able to describe:

— The purpose of ASSET System
— ASSET System roles and responsibilities
— How to enter data into ASSET System

— How to import assessments into ASSET
System

— How to export assessments from ASSET
System



Morning Agenda

 Introduction to ASSET System

e Assessment Process

« ASSET Description

« ASSET System Installation
 Information Security Considerations
« ASSET System Demonstration



Introduction to ASSET System

« Upon completion of this module, you will
be able to describe:

— ASSET’s role in the assessment process

— Roles and responsibilities of key
assessment individuals

— The main components of ASSET



IT Security Self-Assessment
Background

 Federal IT Security Assessment
Framework

 Government Information Security
Reform Act

 NIST Special Publication 800-26,
“Self-Assessment Guide for IT
Systems”




Federal IT Security
Assessment Framework

* Five levels of IT security program
effectiveness

 Each level contains criteria to determine
whether the level is adequately implemented

 The degree of sensitivity of information must
first be determined

e The asset owner determines whether the
measurement criteria are being met



Framework Benefits

 |dentifies a standard way of performing self
assessments

* Provides flexibility in assessments based on
the size and complexity of the asset

 Built on collaboration among the Federal CIO
Council, OMB, GAO, NIST, the Congress,
and Industry



Security Self-Assessment
Guide for IT Systems

e |ntroduction

e Questionnaire
structure



Self-Assessment Guide
Introduction

* Questions directed at the system

« Specific control objectives that a system can
be measured against

* Blending requirements and guidance from
GAQO’s FISCAM and NIST documents
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Questionnaire Structure

Cover Sheet
— Control of completed questionnaire
— System identification
— Assessor information
— Criticality of system

Questions

— Critical elements
— Subordinate elements
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ASSET - Purpose

J NEw/ s

B
o g

The purpose of ASSET is to
assist managers in
gathering system data and
creating reports in support
of NIST Special Publication
800-26 IT security self-
assessment questionnaire.
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Assessment Process
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Assessment

The entire process of collecting and
analyzing system data




Assessment Process Steps

Data Collection

— The process of gathering and entering
system data

%@%%%
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Assessment Process Steps

Reporting

— Creating aggregate data so that it can
be analyzed
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Assessment Process Steps

Analysis

— The process of understanding,
evaluating, and making judgments upon
a set of system data
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ASSET Role

» Asset facilitates data collection and reporting
and thus supports assessment process

ASSET




Roles and Responsibilities 10f6

Information
Flow

1l AZE0
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Manager o Reporter
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Flow
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Assessor Subject Matter Expert
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Roles and Responsibilities 2ot 6

Manager

— Individual(s) with the responsibility for the
assessment

— Responsible for analysis of the results

| &
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Roles and Responsibilities 3of6

Reporter

— Must understand deployment, installation, and
execution of ASSET

— Responsible for importing multiple system data

iInto ASSET
— Ensures that all questions are answered for all
systems
— Aggregates results from all systems within an
agency or enterprise [
— Generates reports yf /]
J

LN
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Roles and Responsiblilities 4ot 6

* %

Primary Assessor @

— Ensures that all questions are @?5%»
answered for each system under a = Q

assessor’'s review

— Interacts with the SME or secondary
assessor to gather system information

— Responsible for conferring with SME(S)
for clarification where necessary

— Enters individual system data into
ASSET
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Roles and Responsibilities sof6

xR

Secondary Assessor @ S

— Interacts with the SME to gather @?5%»
system information =7

— May be assigned responsibility for
conferring with SME(s) for clarification
where necessary

— May be listed as person who answered
the question, if in fact, they did
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Roles and Responsibilities 6 of 6

Subject Matter Expert

— Knowledgeable about the system being assessed

— Provides specific responses to assessment
guestions

— Interacts with the Assessor on an as-needed basis

— WIll be listed as secondary assessor for questions
they specifically answered
®.

=7 R N
Tl B
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Assessment Framework

o

Reporter

e

Assessor Assessor Assessor

a
—

)

A typical assessment will have multiple ‘Assessors’ and one ‘Reporter’

25



ASSET Introduction Summary

e Based on existing requirements

* Designed to automate data collection
and reporting requirements

 Managers, reporters, and assessors
have specific roles and responsibilities
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ASSET Description
Y 4
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ASSET Architecture

| g
o
ASSET ° cmal N\
Manager >
==
“sneaker-net”
A S S ET ASSET
System

ASSET is comprised of two separate host-based applicationgs



ASSET —

Individual system
data

Manager

ASSET — Manager

Unique answers
System types

Before assessment begins

Aggregated system
reports

After assessment
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ASSET — System

Individual system
information
Common answer set

ASSET — System

Individual system

reports
System data

After system assessment
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ASSET System

 Provides for data entry and

storage of individual system
data

* Generates single system
summary reports providing
Immediate picture of single
system assessment results

 Reports are intended for the
user who completes the
guestionnaire
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ASSET System

e Reports can be exported to
any popular spreadsheet or
charting program

 Reports

— Summary of topic areas by levels
of effectiveness

— List on N/A questions
— List of risk-based decisions
— System summary
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ASSET Manager

e Aggregates data from multiple
systems so that organization-
wide reports can be developed

e Tracks all system operators
and SMEs who provide
answers to ASSET questions
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ASSET Manager

* |Intended to generate reports
(exportable to any spreadsheet ——
application) that are interpreted by
the managers who request an D
assessment

e Reports ~—

L |
—

— Summary of all systems

— Summary of system types

— Summary by system sensitivities
— Summary by organization
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ASSET Scope

e It assists Iin gathering data and reporting
results for IT systems.

It Is a stand-alone java-based software
application

 |tis the first of a number of modules that
will assist IT security managers in
providing for effective security
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ASSET Limitations

|t does not
— Establish new security requirements
— Analyze report results
— Assess system or program risk

 |tis not web-based (client:server)

« Users are responsible for security of
data (host-based security)
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ASSET Considerations

e Implementation of an assessment
« Other people answering questions
 Delayed answers

* Pre-answered questions
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Summary

 The main components of ASSET are
ASSET System and ASSET Manager

« ASSET System is used to record data
on individual systems

« ASSET Manager aggregates reports on
various systems to provide an
organizational view.
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Information Security
Considerations

il



Data Sensitivity

e Organization should determine
report and data sensitivity.

e Organizations are responsible for
data protection.

« ASSET does NOT provide for any
security of data, such as
encryption, while the data is
stored.
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Data Sensitivity

e Security Is not provided for data
transmitted between data assessor and
reporter.

, @

l
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File Back-up Considerations

e Data collection efforts represent a
substantial expenditure of labor.

'_ — ASSET saves the current file on
specified intervals but does not

provide automated back up for data.

— Organizations should determine and
Implement an appropriate back up
strategy.
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Access Controls

* Access controls are provided by
operating system log In requirements

e New ASSET user accounts are created
when ASSET is installed

— Log In consists of user name and e-mail
address

— Log In Is case sensitive

 No password protection Is provided for
accessing application or data
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MSDE

 The Microsoft Data Engine has known
vulnerabilities that are mitigated during
installation

 During Installation, install the current
Service Pack

e Change the default password

o If appropriate, disable MSDE network
communications
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Summary

 ASSET supports IT security analysis
requirements

« ASSET System and ASSET Manager
work together to assist an organization
In collecting and reporting IT security
self-assessment data

« ASSE
« ASSE

considerations
and Information security
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@ ASSET System
%‘ﬁ‘ Demonstration

—



Objective

* Upon completion of this demonstration,
you will be able to describe

— The ASSET installation process
— ASSET System data entry
— Saving and exporting ASSET System files
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Installation

 Minimum system requirements
 Installation of ASSET System
 Installation of JRE

e Disabling MSDE Network
Communications

48



Tool Installation
Minimum System Requirements

 Hardware
— Pentium Il — 266 MHz processor
 Operating Systems

— Designed to initially operate on Windows 2000
Professional operating system

— Future testing will qualify ASSET for NT and XP
operating systems 9

« Memory Requirements %%

— 120 MB free space
49




ASSET Installation Files

« CD

— Contains all pertinent ASSET
System and ASSET Manager
files

— User Manual and Help files
— NIST Special Pub 800-26

 \Web site

— All software and documentation
can be downloaded from
http://csrc.nist.gov/asset/

50



ASSET Installation

.- » Installation wizard —

| — Guides the user through

Installation process
— Follows Windows conventions

51



Begin Installation from CD

W MSDExE6.exe
i NISTASSET . msi
i

Double click on

_____

@unattend.iss Setup_exe
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Installation Wizard

Installshield Wizard

Welcome to the InstallShield Wizard for
MISTASSET

The [nztallShield® Wizard will inztall MISTASSET o wour
computer. To continue, click Mest.

Click Next to

continue B [0

Cancel |
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License Agreement

Installshield Wizard

License Agreement g -

Please read the following license agreement carefully.

Fresz the PAGE DIOWHM key to zee the rest of the agreement,

Iﬁhis software was developed at the Mational Institute of Standardz and :J
T echnolagy by employess of the Federal Government in the course of their

afficial dutiez. Pursuant to title 17 Section 105 af the United States

Code this zoftware iz not zubject ta coperight protection and iz in the

public domain. AS5ET iz an expenmental spgtem. MIST assumes no

rezponzibility whatzoewer for ite uze by other partiez, and makes no

quarantees, exprezsed ar implied, about itz quality, reliability, ar ang

ather characternistic. Ye would appreciate acknowledgement if the

zoftware iz uged.

b

Do pow accept all the terms of the preceding Licenze Aareement? [If pou choogze Ma, the
zetup will cloge. Toinstall HISTASSET ., vou must accept thiz agreement,

[rztalShield

£ Back, Yes Mo

Please read
the license,
then click Yes
to accept the
license terms
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Installation Options

Make your
selection,
then click
Next

Installshield Wizard

Setup Type
Select the Setup Type toinstall,

Clizk the twpe of Setup you prefer, then click Mext.

Thiz inztall: OMLY the ASSET System program and

& ASSET System Coarmrnan Files

" ASSET System and Manager

Thiz inztallz bath the ASSET Spztem and M anager
programs az well az the comman filesz.

[rmetallShield

< Back

M et =

Cancel
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Setup Status

Installshield Wizard x|

Setup Status ol

MISTASSET Setup iz performing the requested operations.

Inztalling MSDE 1.0...This may take several minutes

87%

[rztallShield

Cancel

This window provides a visual indicator of
Installation progress
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JRE Installation Wizard

InstallShield Wizard x|

The JRE
Installation window
appears

Welcome to the InstallShield Wizard for Java 2
Runtime Environment, SE ¥1.4.0

The [ngtallshield® \wfizard will install Java 2 Buntime
Ervironment, SE +1.4.0 on pour computer. To continue,
chok Hesxt.

Click Next to
continue
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License Agreement

Please read
the license
and click Yes
to accept its
terms

Installshield Wizard

License Agreement
Flease read the following licenze agreement carefully.

Frezs the PAGE DOWHM ke to see the rest of the agreement.

| Sun Microspstems, Inc. Binamy Code ﬂ
Licenze Agreement

READ THE TERMS OF THIS AGREEMEMNT AND ANY PROVIDED

SUPFLEMENTAL LICENSE TERMS [COLLECTWELY "AGREEMEMNT'™)

CAREFULLY BEFORE OPEMIMG THE SOFTWARE MEDIA PACKAGE. BY

OPEMING THE SOFTWARE MEDIA PACKAGE, ¥OU AGREE TO THE TERMS

OF THIS AGREEMEMT. IF vOU ARE ACCESSIMG THE SOFT'WARE

ELECTROMICALLY, INDICATE %'0UR ACCEPTANCE OF THESE TERMS BY

SELECTIMG THE "ACCEPT"BUTTOM AT THE EMD OF THIS AGREEMENT. ﬂ

Do wou accept all the terms of the preceding Licensze Agreement? [ you choose Mo, the
getup will cloze. Toinstall lava 2 Runtime Environment, SE «1.4.0, you must accept this

agresment,

Iretall=held

¢ Back T'es Mo
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JRE Destination Location

Click Next
to accept
the default
location for
the files

Installshield Wizard

Choose Destination Location

Select folder where Setup will install files.

Setup will ingtall Java 2 Runtime Environment, SE »1.4.0 in the following folder.

Toingtall to thiz folder, click Hest. To install to a different folder, click Browse and zelect
another falder.

— Destination Falder

C:%Program Files'J avahjzrel 4.0 Browse. . |

|atal B hield

< Back M et = Cancel |
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Select Default JRE Browser

Installshield Wizard

S e I e Ct th e Select Browsers >
ap p ro p rl ate Janea (TH] Plugin will be the defalt Java runtime for the following browser(s): ——
b rOWS e r ¥ Microsoft Intemet Explorer

¥ Metzcape B
supported by
your system

Then click
N eXt |FretallShield

Tou may change the default in the JavalT M] Plug-in Control
FPanel
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Change ASSET DB Password

[Change Passw

ord I/n.d'-.ran[:ed

Change the
default

Flease choose a password to secure the ASSET database.
The password you choose must be greaterthan ¥ characters

password.

Click here ———F s

Then

ssward

Click here\

Change Passwaor d

[
=]
=
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Password Confirmation Box

Depending on your installation, you will see
one or both of these boxes.

Click on OK to continue.

K%%Erstem Message:

ﬁ ASSET System database password changed successfulhd

o1

E%%Srstem Message: [ - x|

i

I

ASSET Manager datahase password changed successiulhA

ﬂ
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ASSET Installation
Completion

e Click Finish to close Wizard

e Continue with Service Pack installation
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Service Pack Update

Install the Service Pack Update

=

'\;

NISTASSET

Service Packs
File Falder

Modified: 5/20/2002 5:00 AM

Attributes: Read-only

Mame ¢

i:] A55ET Manager

B st ico

@ asset_core,jar

@ ASSETPassword. jar
@ calendar . jar
EchangePasswnrd.bat
ﬁjEre-l_ﬂ’:_ﬂ-win.exe
% license. xk

IEI"-.IIST Special Publication S00-26, pdf
% readme. bxk

@ xercesImpl.jar

@ xmiParserdPls. jar

o =

Servi;:e Packs

Select an ikem ko view its descripkion,

LI L=

qul?ﬂspﬂi.exe

64



Disabling MSDE Network
Communications

R e Disable to eliminate

ﬁ: network-based
vulnerabilities
e Process
MSDE s_ervice — Follow instructions in
running ASSET User Manual

Section 3.2.5
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Installation - Summary

e ASSET can be installed from the CD or

using downloaded files from the NIST
website

* As an assessor, you should follow
iInstallation for ASSET System
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Using ASSET System

]




ODbjectives

* Upon completion of this demonstration,
you will be able to explain how to:

— Create a new assessment

— Open an existing assessment

— Save assessments to file and database
— Export assessments

— Print assessment reports

68



Start ASSET System

 Double click on
shortcut on desktop

TE

A55ET Svwskem
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Log In

MNIST ASSET System Login 1.01

Hame*:

EMail Address:

* Your user name is case sensitive

Continue

Cancel

Help

Enter name and
email address
(name Is case
sensitive)

By logging in when
starting a new
assessment, you
are identified as the
primary assessor

Click Continue to
log In
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Command Window Appears

e Command window

appears
I i - ] B .
s ReaRuie el o DO NOt close this
window

e Closing the window
will force ASSET to
quit

 Minimize it, if you
want
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Main ASSET Window Opens

File Edit Tools Help ETlti Tools Help Tools Help Help
[ New Assessment Cti-t & ocut  crlx Reporting Ctil-R % Help Topics Ctrl-H
= Open assessment y Copy CilC About... ChilA
' L (& Paste cilv Change default browser Chl+Shito
Logoff gail brown... Ctrl-L
Exit

& NIST ASSET System - O] x|

File Edit Tools Help

Maximize the
window to full
screen

] [dle... ] Fress CTRL-M to start & new system assessment gail brosn
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Create New Assessment

& NIST ASSET System

File Edit Tools Help

(] New Assessment
[= Open assessment

%Etrl-hl
b

Logoff gail brown...
Exit

Ctrl-L

Select File, New
Assessment

Or use Ctrl + N

Result: Main
window opens

Maximize the main
window
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Main Window Layout

rnssessmem Identification * System Identification | Policy

W —En
Ble b Tosls

] S imms M v dsetes sosnesd o (TR, T Comspaione / iR

File Edit Tools Help | mmmre s i

T i e e -|-|;
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Purpose of Tabs

Assessment
Identification

Identifies assessors and assessment
objective

System ldentification

Entry fields for identifying system

information

Policy Allows you to indicate all the control
objectives for which you have established
policies

Assessment Collects all the responses to the self-

Questions assessment questions

Summary Displays status of current assessment and

guestion response levels
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Assessment ldentification Tab

l Frimary | Mame | Ernall | Phine
! ¥ il | g il [ ok o) |
4 Add Assessor % Help
74 Chyplcte ]
| Proama
il brmen 1 W T oM
{7 el | eastnsomee | Tom
-Assessment Objective
Hext M
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System Identification Tab

§8: HIST ASSET Syskem =13 =]

File Edil Tooks Help

a System Name assessmert ih progress, 7 complete

System kentificatinn

System ldentincation SystEm l.'.l'llI:-
Syatern Rlame ™ Systern Name | Confidentiality ™ Med urm - |
Syeterm Mumber= 1001 | Infsgrity: | Madium v |
Swstarn Tepa *. Wlalor Apalic adion o | Pl bilite *:  hadivm Tl
B HEnCy D RIS rEraLg = .ﬂgﬂ |

f=zassrment Stan Date = Tho Jun 20 15 07:3% EDT 2002 |
“Inter-Conmeciod Syslems
Syetemn Bou ndary Zontrols Effective? Flanned Acfion if Haoi

4 frld System | T Help

Al fields marked with an * abowe are required

| 4 Previous | Procead T Assessment ke

Fi—m 7




el S

T S R T

AL b}

Canfidentiality *: | High - |
Integrity *: | High - |
Availability * | High v |

\ Systern |

Boundary Controls Effective? Flanned Action if Mot |

¥ Help

.-Qﬁstem Identification

System Mame *;
System Mumber *;
Systern Type *:

AgencyDivisioniGroup *;

Assessment Start Date *:;

Test Azsessment System 1

AMTAS-1

Cther

Tester Lab

Fridun 14 12:13:56 EDT 2002

All fields marked with an * above are reguired

44 Previous Proceed To Assessment pp
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Policy Tab

Test Assessment System 1 assessment in progress...

4
r
Folicy Definition:
Mumber | Control Ohjective Falicy Defined?

1.0.0 Risk Managerment []
200 Review of Security Contrals []
3.0.0 Life Cycle []
400 Autharize Processing (Cedification & Accreditation) []
5.0.0 Systern Security Plan []
£.0.0 Personnel Security []
7.0.0 FPhysical and Environmental Protection []
2.0.0 Froduction, InputOutput Contrals []
9.0.0 Contingency Planning []
10.0.0 Hardware and System Software Maintenance []
11.0.0 Data Integrity []
12.0.0 Documentation [
13.0.0 Security Awareness, Training, and Education []
14.0.0 Incident Response Capability []
15.0.0 Identification and Authentication [
16.0.0 Logical Access Contrals []
17.0.0 Audit Trails [
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Assessment Questions Tab

Test Assessment System 1 assessment in progress, 64 complets

e B

Rssessment Juestions

: Section:
amapemen Conirols
i | e e e e e | sk Mamagemernt

= the current systerm canfiguraton documented, ineluding linkz b ather spstems?
Crifical Element:

1.1 015 Hak penndicdly &3 se53 007

Indicate Your Responses:

[ Faller, [ Procedures. [ ingemeniod T e fcurod D Cusestion ot apglicable
Risk Basex Docision Mado t0 Increase/Decroasei0mil Securiy Control?  © 0 ves
COmimenss
Answeered By g3l brown -
_| Cuesiion Complele? || &=sign ta alternats |gai| brown - |

44 Back ||_}q Clear |_‘E'ﬂa|p | next |

80



Assessment Map

| b
F Y

1 Assessment map

& * Located in left pane
¢ 1 Management Controls

@ (11.1.01s risk periodically assessed? P MaX|mlze Screen,

1.2.0 Do program officials understand
the risk to systems

@ (1 under their contral and then drag frame

determine the acceptahle level 5 . . .
s divider to the right
@122

@123 .+ Use the map to

2.1.0 Have the security cantrals

@ (] ofthe systern and : "
interconnected systems heen reviewed? | |- naV'gate th roug h the
2.2.0 Does management ensure that :

@ ] corrective actions are effectively : assessm e nt
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Save Assessment to Database

To Save the assessment,
select:

0] New Assessment  Cirl-H

* Flle ggﬂ ::::::::: : [&] Save asgessment to database cti-o
Logoff gail brown’...  cuil [ Save askssment to file Cirl-5
e Save Assessment i
e Save Assessment to
Database.
|

Result: System message
appears

0
%ﬂ-ﬁ' Assessment saved at: Mon Jun 17 10:29:53 EDT 2002

oK
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Save Assessment to File

To Save the assessment,
SeIeCt: (] New Assessment  Cir-

(= Open assessment 3
( ] F I I e E Save Assessment ¢ [E Save assessment to database Ctl-D |
Logoff gail brown’...  Cirl-L ﬂ Save assessment to file % Chil-5 |

Exit

e Save Assessment

e Save Assessment to
" x|
Flle. Save In: | Assessments - @@@@E
Result; Save Ry ETE——
window appears

File Hame: |Te st system 1 xml

Files of Type: | All Files

Save Cancel
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Summary Tab

Provides a summarized view of answers and

progress

Current Progress

Critical Element
Response Table

tem Ienti :-;:_.. % | Assessment Guestions | Summary

1| Current Assessment Progress: [

. || crtical Eleme B ROSDUISY TIJIe _
||| coitical Ele Mo (Rizk-hesed .| Folicy roeeture

2 H | (R ] @ i
=

B /

= o

¥ complele

= L]

sllmplemenmd Tested | Integated|

| =

| Sawe Nssessment to Dalabase
e

Cre——

Forfelp, press Fl

Qail Brown”

\
Export
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Export Assessment

 Purpose: To create a file that can be transferred
to the Reporter

* An export can be made of a single or multiple
files

« From the Summary tab, click:

‘ [ Export Assessment

 Result: Save As window opens
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Export Assessment

. x|
SeIeCt Iocatlon Save In: | [ NISTASSET > @@@@E
fo I fl I e ] ASSET Manager [ test 061102.xml

. [ ASSET System [ test seven.xml
o G IVe eX p O rt 1 New Folder |j| test three export.xml
. ] Service Packs |j| test two.zml
fl I e a n a m e ] Support Files [ TestOne.xml
D seventest.=zml D testthree.zmi

* InCIUde flle File Hame: ||
eXte n S I O n Files of Type: | XML Assessment Export =

« Select Save =
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Alternate Export Assessment

o Select File, Open assessment from data base
« Select files to be exported
 On Assessment Window, Select Export

ASSET System Assessmen ks
[ Stored Assessments |
aystem | Start | Bookmark | Identifier | Export?
ACME Communi.. Tue Jun 04104, 11.1.1 [gail brownACME... | il
[gail brownACME... |

[
ACME Cammuni... Tue Jun Eld 12 3 E 1.1 | -] i
Testﬂxssessme FrlJun 14 12 13 1 1 #1 [gail brnwnTestA...: i [
testz Thu Jun IZIE IIIEI 4 1 1 1 [gail brnwntestET...' i I
test3 Thu Jun 06 094 1 1.2 [gail browntestaT. . ] I

g
,_ Export Cancel
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Alternate Export Assessment

« Select location for export

e Name the file
e Select Save

oose file ko export assessment results 5[
SaveIn: | NISTASSET = =
[ ASSET Manager B seventest.zml E‘] test two.xml :
] ASSET System [ test 061102.xml [} TestOne.xml
1 Service Packs E‘| test seven.xmil D testthree.xmi
— Support Files D test three export.xml
File Hame: |
Files of Type: | XML Assessment Export i

‘ Save Cancel

You'll see:

% XML Assessment export complete!

oK
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Import an Assessment

» Select Open Assessment, Import assessment
from flle File Edit Tools Help

New Assessment Ctil-N

(= Open assessment } Open assessment from database Cii-0
[ save Assessment ¥ Import assessment from file m Cirl-|
Logoff gail brown... Crl-L

Exit

e Select location and file to be imported



Import an Assessment con
e Click OK

x
) Do you want to import the information C f t b
% in C:'Program Files' HISTASSETtest two.xml ¢ O n I rm a- I O n OX a-p p e arS

into the assessment database? Please he aware
that this operation may take a few minutes. ° S I t Y t t

Once completed you must click: e e C e S O CO n I n u e
*0Open-="0pen from database" (or CRTRL-O)
to open the assessment{s) you imported.

Yes Mo
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Reports

e Reports can only be created on ONE active
system at a time

e Four types of reports
— Summary of topic areas by levels of effectiveness
— List of non-applicable gquestions

— List of risk based decisions
— System Summary
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Create Reports

e Select Tools, Reporting

ASSET Reporting

_ iﬂﬁlﬂ Help

Reporting Cirl-R

=

/=]
| Choose Report | Tabular Output |

Active System Information:

em Hame:
Mo active system specified
em Number:
Mo humber specified
ssessment Start Date:
Mo date specified

em ldentifier:

Mo identifier specified

Change Active System

Available Reports:

@Summary of topic areas by lewvels of effectivenss
@Liit of non-applicable questions

@Liﬂ of risk based decisions

E Sy=term Surmmary
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Select a System

] ASSET Reporting

NEE

rChuuse Report || Tﬂbﬁﬂﬂ)ﬁ&ﬁﬂi |

Active System Information:

Mo number specified
issessment Start Date:
Mo date specified

em ldentifier:
0 identifier specified

Change Active System

Available Reports:

@Summary of topic areas by lewvels of effectivenss
@List of non-applicable questions

@List of risk based decisions

@ Systern Sumrnary
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Select an Assessment

« Highlight an assessment by clicking on

I t Choose Assessment EI

Choose an assessment:

System Name || System Number || Start Date ||Assessment ldent...
ACME Communicatio . [ACS-1014 |Tue Jun 04 10:44:581 E...|gail brownACME Corm...
ACME Communicatio.. [ACS 101 |Tue Jun 04 12:37:486 E...|gail brownACME Com...
Test Assessment Sys... ANTAS-1 IFriJun14 121356 E... gail brownTest Azses...
test |System nu%bertestz |Thu Jun 06 09:42:145 E...|\gail browntestZ Thu Ju...
testa [test3 |Thu Jun 06 09:47:11 E...|gail broventest3Thu Ju...

Continue

e Select Continue



Selected System Info Appears

 Information from System ldentification

tab is displayed

ASSET Repaorting

==

r Choose Report r Tabular Output |

Active System Information:

System Hame:
TestAssessment System 1
system Humber:

ALTAS-1

nssessment Start Date:

System ldentifier:
gail brownTest Assessment

FriJun 1412:13:56 EDT 2002

Change Active System

| Awailable Reports:
@Summary of topic areas by lewvels of effectiveness
%List of non-applicable questions

@List of risk based decisions

%Sy‘ste m Surmmmary
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Select the Desired Report

Available Reports:

Eﬂgﬁummary of topic areas by lewvels of effectiveness
List of non-applicable questions

@List of ri=k based decisions

Swystern Summary

* The selected report will appear in the Tabular

Results
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Tabular Output

ASSET Reporting

or “r Tabular Output

Report: Summary of topic areas by level of effectiveness
System Name: Test Assessment System 1

System Humber: ARNTAS-1

Primary Assessor: gail brown

Today's Date: hMon Jun 17 14:21:43 EDT 2002

Confidentiality:High
Integrity: Hioh
Availability: High
Location: Tester Lah
Totals: 17 records refurned

Topic#

Topic Area

1.00
200
3.00
4.0.0
500
8.0
7.00
8.0.0
9.0
10.0.0
11 EI 1]
12 EI 1]
13.0.0
14.0.0
15.0.0
16.0.0
17.0.0

|Risk Management

_:Rewew of Security Cnntrnla

|Life Cycle

|Authorize F'ru:n:essmg (Certification & Accreditation)
_jS'g.rStem Securlt\; Flan

|Personnel ! Securlt\;

_:Phyamal and Environrmental Protection
_:F'ruduu:tn:un InpuﬁOutputCnntrDls
|Contingency Planning

_:Hardware and Systern Software Maintenance
|Data Integnt\;

|Dacumentatian

|Security Awareness, Training, and Education
_:Incldent Response Capahility

|ldentification and Authentication

_:Lnglcal Acceaa Cnntrnla

(Audit Trails

|Palicy
|Palicy
|Palicy
|Palicy
|Palicy
|Palicy
|Palicy
|Palicy
|Palicy
|Mane
|Mane
|Mane
|Mane
|Mane
|Mane
|Mane
|Maone
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Print Reports

 Reports are exported to another application
(word processor, spreadsheet) to be printed

e Reports can not be printed directly from

ASSET System
‘

A
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Export a Report con

Click on the f|oppy disk ..::':” ASSET Reporting =000
icon in the ASSET IR |_
Reporting window [ Choose Report. | Tabular Output |

Select location to save
flle and name the file

SaveIn: |[]Self Assess... ¥ @ @ @ @E

] [y TAS-1.doc
and add file extension s
Select Save loName: S0
Files of Type: | All Files b}

Export confirmation
window appears

ﬁ% Results exported successfulhd

oK
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Print a Report

e Open the exported file in the
appropriate software application.

e Print ‘

e
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Summary

* As a result of this morning’s training, you
should now be able to describe:

— The purpose of ASSET System

— ASSET System roles and responsibilities

— How to enter data into ASSET System

— How to save assessments

— How to import assessments into ASSET System

— How to export assessments from ASSET
System

e All processes demonstrated this morning
can be found in the User Manual
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Critique

Please take a minute
b to fill out the course
critigue

Thanks!

T

103



After Lunch
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